Outlook 2003 Confguration for System Administrators

The combination of Outlook arteikchange combinatiooffer many featuresLhis can be both a

benefit and a problenThe challenge to Systems Administrators is to understand these choices

and to make decisions that provide the best end user experiencemhisedthey use Outlook.

ITCS has some basic recommendations for the most common seefbadirst part of this
document will list these recommendations. The second part will go into details about configuring
these options.

Before Creating an ExchangeMailbox for a User

T

Internal Mail Delivery
Understand that any email sent from another Exchange usemnlyilbe sent toheir
Exchange mailbox? The usaust plan on usintheir Exchange account regularly.

Windows AD Password

Have the user set their Wiows AD password and understand that this password needs

to be used with their Exchange account.

Your password can be set from the following web page:
https://accounts.www.umich.edu/kpasswidithenticate with your UM Kerberos
password and then click on the Windows Active Directory\fdindows AD password
requirements are stricter thanNUKerberos.

Install Outlook 2003

We recommend that you at least install Outlook 2003, but not configuefateb
requesting an Exchangecouns o t hat wusers dondt mi ss
use Outlook Web access by goingittps://exchange.umich.edoi read their mail before
Outlook is configured(see minmum and recommended requirements in each section
below)

IMPORTANT: Immediately after their mailbox is created:

1 UMOD Forwarding address

Change the wuser 6s UMOibnamhe@adsradicslumiclgedidled r e s s

timing of this is critical. If it is done before the mailbox is created, mail will bounce. If it

is done too late, mail will be missed in Exchange.

Department Admins can request from ITCS to get UMOD rights to view or change email

addesses. See ITCS document R1452, "Online Directory Access Policies and
Agreement”. http://www.itd.umich.edu/itcsdocs/r1452/
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Outlook Key Options to Consider
1 Regular TCP/IP connection versus RPC/HTTRor VPN

Outlook uses TCP/IP ports that are not availableafpus If using Outlook from off
campus it can be configured to use the RPC/HTTPS protocol or you can set up a VPN
connection for the computdsee the detailed setup information in the nextige)

M Cached Mode

Cached Modd&eeps an automatically synchronized offline copy of your mailbox. This is
useful for laptop users that may want to work offline. It can cause confusion for less
technical usergSee Appendix A for more detailed informatipn

1 Brightmail Spam Filtering

Brighmail is very successful at blocking spam and letting through legitimate mail.
Brightmail works by tagging mail headeo$ spam. You need to create a simplatlook
ruleto process the sparfSee Appendix B for more déled information)

1 Quotas

Mailbox quotas are set 800MB for Basic mailboxesvith extended quotas of 1GB or
2GB also available Users will get an email warning whane 50MB from reaching their
guota When their mailbox reachdése quotathey will still be able to receive mail, but
they will not be able to send mail.

9 Personal Folders

Personal Folders (offliniles) can be created on the local hard drive to manually move
mail off the server to a local file to save space on the server. It is optibatier or not

you do this for your users. Heavy mail users will like this. Less technical mail users may
become confused.

Users will not be able to access mail in personal folders from another computer or from
the web.

If you have multiple computers,erecommend that you only set personal folders on
only one to reduce confusion about where your offline mail is.

If you use personal folders, we recommend you use the default name and location of the
Personal foldefile, C:\Documents and Settingsernam\Local SettingsApplication
DataMicrosoftOutlookoutlook.pst
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If you create personal folders, be sure to have some way to back them up.
1 Archiving

Archiving is similar to Personal Folders. Archiving can be configured to manually move
mail from all a certain folders that is older than a certain data. Individual folders can be
set separately. Heavy mail users will like this. Less technical mail nsgr&ecome
confused.

A localfile is created on the s ehard drive. Archiving can be configureduse the
same offline Personal Folder as above, but this is not the default. The default name for
the archive file is archive.pst and is in the same location as the Personal Folder.

Settings for the amount of mail to keep vary from user to user. We bane that most
users want to retain at least 6 months worth of mail.

1 Auto Archive

Auto Archive is turned ON by default and will pop up for new users within a few weeks
of installing Outlook. Auto Archive will periodically move mail older than a certaite d
to the Archive offline file

We recommend that you turn off AutoArchiving until you are ready to tackle archiving in

general. Go to ToolsOptions>Other, click on AutoArchive and Clear tRein
AutoArchive every n dayscheck box.

1 Multiple Outlook profiles
Outlook has the ability to configure multiple profiles for the same or different mailboxes
on the same computer. This provides a lot of flexibility and a source of confusion. In
general, we recommend that each user only have a single profilegbataosun as the
default profile.
Outlook Configuration Recommendations

There are three basend user situations to consider. The more important options boil down to
the type of network connection you have.

91 Desktop that is always on campus with acsoktwork connection

9 Laptop that is on and off campus with good network connections most of the time, but
sometimes prefers to work offline.
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91 Desktop at home with varying types of network connections.

Desktop on campus

1 Regular TCP/IP connection
1 CachedVode- Off
1 Brightmail Spam Filtering On (Create a rule)

1 Personal Folders Optional a good idea for controlling mailbox sidehis is your
primary computer.

1 Archiving - Optional

1 AutoArchiving - Off

Laptop anywhere

1 RPC/HTTPSonnectionunlessusing a VPN connectign
1 Cached Mode On
1 Brightmail Spam Filtering On

1 Personal Folders Optional:a good idea for controlling mailbox size if this is your
primary computer.

1 Archiving - Optional
1 AutoArchiving - Off

Desktopoff Campus

1 RPC/HTTPSomection(unless your department already uses VPNSs)
1 Cached Modé Optional: See Appendix A for more info on cached mode.
1 Brightmail Spam Filtering On

I Personal FoldersOff
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1 Archiving - Off

1 AutoArchiving - Off

Web Client

The Outlook Web Accessieht can be used in any of the above situations. The advantage is that
it requires no configuration and can be used on any computer with a web browser and an Internet

connection. Computers with Windows and IE5 or above will enjoy an enhanced version of the
web client. To access the web client, go to:

https://exchange.umich.edu
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Reqular TCP/IP Outlook 2003 configuration for on campudgor VPN use

Outlook 2003 in MAPI mode, the preferred proprietary conned¢tidixchange, requires access
to many ports that may not be available to off campus users. This regular Outlook configuration
will work if you are connecting Outlook for use on IP subnets 141.21thfbQgh141.216.0.0.

To configure OutlooR003 for a reglar on campus connectioypu will need to have the
following:

Minimum Requirements:

T
1

Microsoft Windows 2000 Service Pack 3 (SP3) or a later version
Microsoft Outlook 2003

Note: Outlook 2000 SP3 is thminimum version of Outlook that can connect to
Exchange, but it is not recommended

Recommended Configuration:

1 Microsoft WindowsXP Service Pacl (SP2)or later

1 Microsoft Outlook 200%ervice Pack 1 (SP1)

1. Open theControl Panel (Start > Settings Control Panel) and open thMail item.

2. You should mke sure your setup looks the same as the following screenshots. Please
replaceunigname with your U-M unigname.

3. Create a new or modify an existing mail profile and openail Accounts. Then add a
new email account.
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E-mail Accounts L x|

This wizard will allow you to change the e-mail
accounts and directories that Outlook uses.

€ Wiew or change existing e-mail accounts

Directory

¢ add a new directory or address book
€ Wiew or change existing directories or address books

< Back I Mext > I Close

4. SelectMicrosoft Exchange Server

E-mail Accounts i x|

Server Type
You can choose the type of server your new e-mail account will work with,

Connect to an Exchange server to read e-mail, access public folders, and share
documents.

" POP3
Connect to a POP3 e-mail server to download your e-mail.

" IMAP
Connect to an IMAP e-mail server to download e-mail and synchronize mailbox
folders.

" HTTP
Connect to an HTTP e-mail server such as Hotmail to download e-mail and
synchronize mailbox folders.

" additional Server Types
Connect to another workgroup or 3rd-party mail server.

< Back I Mext > I Cancel I

5. For theMicrosoft Exchange Servemlease entesetup-exchange.umich.edwand then
for theUser Nameenter yourunigname.

Note: For the initial configuration and troubleshooting,highly suggest you uncheck
theUse Cached=ExchangeMode checkbox You can ed the profile later to add cached
mode if you want. See further information in the appendix about Cached Mode.
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E-mail Accounts @

Exchange Server Settings
‘You can enter the required information to connect to vour Exchange server,

Tvpe the name of your Microsoft Exchange Server computer, For information, see your
system administrator,

Microsoft Exchange Server: |setup—exchange.umich.edu
[Juse Cached Exchange Mode

Type the name of the mailbox set up For vou by your administrator, The mailbox name
is usually your user name.

User Mame: |unniqname| | Check Name

Mare Settings ...

< Back ” Mext = ][ Cancel

6. Click Check Name

You may be prompted to authenticate. Usaoot\unigname for the username and your
AWi ndows Actopagsewordi rect ory

Notel: You will be prompted for credentials when editing Outlook profiles in the future.
The only time you are required to authenticate is while dGimgck Name At other
times you can usually safely cli€kancel.This is handy if the user is not avéle.

Note 2:If you are setting up an Outlook profile for the first time, you can choose to skip
the Check Namestep if the user is not available. As long as you typed in all the info
correctly, theCheck Namewill happen automatically when the user l@ggo Outlook.

Connect to exchange.umich.edu E|PZ|

Connecting ta exchange. urich. edu

User name: | UMROOTunigname hd |

Password: | ssssssse |

[ remember my password

[ Ok ] [ Cancel
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7. If your unigname is not unique enough, you will be prompted to select the proper
account name. This wil!/| be | isted as the W
associated unigname, highlight a username, click Propaatidsscroll to the end of the
E-mail address field.

Note: If you chose to not sele€@heck Nameduring the setup process, the user may get
this dialog box as they log onto Outlook.

8. If everything has been done correctly, the dialog bdkshow the Exchange server and
user name underlined. This is your indication that everything has been configured
correctly.

Note: The Exchange server setting will <cha
Exchange server where your mail residess Bletting should be left alone.
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