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You can create server-side mail filters to sort your incoming mail into folders on the mail server.
These filters work when the mail is delivered, so they will work on your mail no matter which IMAP
e-mail program you use.
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Why Use Server-Side Mail Filters

The advantage of server-side filters, as compared to filters that you set up inside your e-mail
program, is that they work on the mail server when your mail is delivered—before you access your
mail. That's especially helpful if you use multiple programs to access your mail. The filters work, no
matter which IMAP program you use to access your mail. (POP mail programs are the exception to
this. POP programs download mail from the INBOX only and cannot access other folders stored on
the mail servers.)

Here are some uses of server-side filters:

e Use the accept list to ensure that mail from people you specify goes to your INBOX and not
your SpamBox, Junk, or other spam folder.

e Move newsletters and other routine mail to a separate folder where you can read them at
your leisure and not have them clutter your INBOX.
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Where Server-Side Mail Filters Work

Server-side filters work on mail as it comes in to your mailbox on the ITCS mail servers. When you
access your mail, no matter what IMAP program you use, the filtering has already been done for you.
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A Note to web.mail.umich.edu Users
You can get to the server-side filters tool from within web.mail.umich.edu.

1. In the web.mail.umich.edu icon bar, click the Options icon.

2. Under the Other Options heading, click Filters.

Using Your Accept List

Put the addresses of people from whom you always want to receive mail on your Accept List. If an
incoming message is from someone on your Accept List, that message is put directly into your
INBOX before SpamBox or any other content filter can act on it.

1. Go to the Server-Side Filters tool and log in with your uniqgname and UMICH Kerberos
password.
http://filters.mail.umich.edu/

2. On the Existing Rules page, click Accept List.
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On the Accept List page, list the addresses from which you always want to accept mail, then
click Save.
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Filter Rules Accept List| Block List Script Mail Address Book Options Help Log ouf]

Accept List

Accept list addresses:
my.mom@aol.com|

Return to Rules List

Using Your Block List

You can put up to 25 addresses from which you never want to receive mail on your Block List. If an
incoming message is from someone on your Block List, that message is either moved to a folder or
deleted, depending on what you specify.

Note that the Block List is not an effective spam management tool. We recommend you use SpamBox
instead for spam management. See Using SpamBox for E-Mail Spam Filtering (S4314).

1.

Go to the Server-Side Filters tool and log in with your unigname and UMICH Kerberos
password.
http://filters.mail.umich.edu/

On the Existing Rules page, click Block List.

N % & 3

Filter Rules| Accept List Block List Script Help Log out

Existing Rules O
Edit Rule Enabled Move
[ < Accept List 4 3
& K Block st < {3
BT mcs Spamdiox A

New Rule



Using Server-Side Filters to Manage/Organize Your E-Mail (Including Accept and Block Lists) 4 0of 9

3. On the Block List page, set how you want your block list to work. You have two options:

e Have blocked mail deleted. We recommend against this, especially if you have not
yet tested your block list. Once mail is deleted, it cannot be retrieved.

e Have blocked mail moved to a designated folder. We recommend this option, at least
at first. It allows you to check that your block list filter is really doing what you want it
to do without your losing any mail. Once you are sure the block list is truly blocking
mail that you do not want to receive, you can change the setting so that the mail is
automatically deleted if that is what you want.

d = o] P

ock List| Script Mail Address Book Qp-tiu.:arus

Block List O
Action for block listed addresses:

" Delete message completely (@]
' Move message to folder: | BlockedMail [~

Enter each address on a new line:

Note that the setting is for all the addresses on your block list. You cannot have mail from
some blocked addresses deleted and mail from other blocked addresses moved to a folder;
mail from all addresses on your block list is handled the same way.

4. List the addresses that you don’t want to receive mail from, then click Save.
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Filter Rules Accept List Block List| Script Mail Address Book Options

Block List 2,
Action for block listed addresses:

" Delete message completely @
& Move message to folder: | BlockedMail |

Enter each address on a new line:
ex.boyfriend@umich.edu

Save [ Return to Rules List

Creating a Filter

In this example, a filter rule is being created to look for Alertbox newsletters and put them in a folder
called newslettersforlater. You will make different selections depending on what you want your
filter rule to do.

1. Go to the Server-Side Filters tool and log in with your unigname and UMICH Kerberos
password.
http://filters.mail.umich.edu/
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2. Click the New Rule button.
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3. In the Rule Name box, type a name for your rule.

From the Select a field pop-up menu, select the part of the message that you want your filter
rule to look for. (In this example, the rule is looking for newsletters that all have the same
word in the Subject line, so Subjectis selected.)
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4. Add the text that you want your filter rule to look for. In this example, the filter rule will look
for messages that contain the text “Alertbox” in the message’s Subject line.

Filter Rules Ac Help Log out

Rule Name : |Alertbox newsletters |

For an incoming message that matches:
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-
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5. From the Do this menu, select the action you want your filter rule to take when it finds a
message that matches the criteria you specified. In this example, we want the message moved
to a specific folder, so Deliver to folder is selected.

Rule Name : |New Rule

For an incoming message that matches:
Al of the following? Any of the following

| Select a field =

Do this:

| Deliver into my INBOX: |-l
Deliver into my INBOX:

Deliver to folder

Delete message completely

| Deliver into my INBOX and copy to

6. Because Deliver to folder was selected, a Select target folder pop-up menu appears. For this
example, newslettersforlater is selected.

Inbox
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24 Select a field -]

|De|iver to folder:
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7. Click Save.

8. Your new rule is added to the bottom of your list of rules. Use the Move arrows to the right
of your rule to move it to the location you want in your list. Filter rules are invoked on an
incoming message in the order they appear in your list. We recommend that if you use
SpamBox, your SpamBox filter rule always be the last rule in your list.
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Editing a Filter

1.

3.

Go to the Server-Side Filters tool and log in with your unigname and UMICH Kerberos

password.
http://filters.mail.umich.edu/

In the Existing Rules list, click the Edit icon (it looks like a piece of paper with a pencil) next
to the filter rule you want to edit.

Click the Edit icon
next to the filter
rule that you want
to edit.

Alertbox newsletters
Test Rule
ITCS SpamBox

Mew Rule

Make whatever changes you want to your filer rule, then click Save.

Deleting a Filter

1.

Go to the Server-Side Filters tool and log in with your unigname and UMICH Kerberos
password.

http://filters.mail.umich.edu/

In the Existing Rules list, click the Delete icon (it looks like a trashcan) next to the filter rule
you want to delete.

v v T
Filter Rules| Accept List Block List Script Hi
Existing Rules

Click the Delete
icon next to the
filter rule that you
want to delete.

Alertbox newsletters

Test Rule
ITCS SpamBox

MNew Rule

Your browser may pop up a window asking you to confirm that you want to delete the rule.
Click OK.
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Working with Multiple Filter Rules

At delivery, an incoming message goes through your filters one at a time in the order they appear in
your list. In most cases, when a message matches the criteria specified in a rule, the rule is
implemented (that is, the message is moved to a folder or whatever you specified in the rule), and the
message is not checked against any rules remaining in the list. (The exception is if you uncheck the
Stop checking if this rule matches? checkbox inside a rule. If you do that, the message is checked
against all rules in the list, and only the last rule that matches it is implemented.)

Incoming
Message

|
X

| Accept List

\ Match?

| Block List If yes, implement rule (put message in Blocked Mail folder).
\ If no, continue on to next rule.
Match?

| Filter Rule 1 | If yes, implement rule.
\ If no, continue on to next rule.
Match?

| Filter Rule 2 | If yes, implement rule.
\ If no, continue on to next rule.
Match?

| SpamBox Rule | If yes, implement rule (put message in SpamBox folder).
If no, deliver to INBOX.

Match?
If yes, implement rule (deliver to INBOX).
If no, continue on to next rule.

If you create multiple filter rules, think about the order in which you want them to operate and use
the Move arrows to put the rules in your preferred order.
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We recommend that you always keep your Accept List first in your filter rules list. Otherwise, mail
you want always to accept could be caught by another rule.

We also recommend that, if you use SpamBox, you keep your SpamBox rule last in your list.
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Disabling a Filter Rule

You can turn a rule off without deleting it. This can be useful if you want to turn a rule off
temporarily and turn it back on again later.

In the Enabled column, click the green checkmark (which indicates a rule is enabled) to change it to a
red X (which indicates the rule is disabled). Click the red X to toggle it back to a green checkmark
when you want to enable the rule.

v v “ 4 & 2
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Filter Rules| Accept List Block List Script Ip Log out

Green checkmarks

indicate enabled rules;
Exmtln Rules red X marks indicate ’
disabled rules.

@ o Accept List
i XK Block List [DISABLED] i 3
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Log Out When You Are Finished

Logging out when you are done protects your privacy and the security of your online information.
Click the Log out icon in the icon bar.

b i ~
Filter Rules| Accept List Block List Script

The Software Behind Server-Side Filters

The software used for setting server-side mail filters is an open-source product called Ingo. Ingo is
written by the Horde Project.

For more information about Ingo, see the Ingo web page (http://www.horde.org/ingo/).

For more information about the Horde Project, see the Horde Project web site
(http://www.horde.org/).

Additional Resources

Visit ITCS’s Information System (http://www.itd.umich.edu/itcsdocs/) to obtain ITCS computer
documentation and other resources. A list of relevant documents follows.

Using SpamBox for E-Mail Spam Filtering (54314)
We welcome your comments; please send e-mail to itcs.doc.comments@umich.edu.

ITCS’s Online Help Desk (http://www.itd.umich.edu/help/) provides a variety of computing help
resources.

For further help with server-side filters, send e-mail to online.consulting@umich.edu or phone
(734) 764-HELP.



